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NZ Web Recon

Goal: To scan all of New Zealand's weelhce to see
what's there.

Requirements:
I Targets
I Scanning
I Analysis

Sounds easy, right?
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Targets
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Targets

What does 'NZ welpace' mean?

It could mean:

AGeographically within NZ regardless of the TLD
AThe nzTLD hosted anywhere

Aull of the above

For this scan it means, IPs geographically withir
NZ
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Finding Targets

We need creative methods to find targets

Australia

New Zealand
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DNS Zone Transfer

:~% host -&

Nz AXFR 1

nz AXFR 1

Nz AXFR 1

nz AXFR 1

nz AXFR 1

nz AXFR record query refused by
nz AXFR record query refused by

No nameservers fTor nz -;5uuwdeﬂ

:~% dig nz axfi

T e |:| l|:| El .5, l -P? =<>> N7 ax £
printcmd
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Find IP addresses on IRC and by
resolving lots of NZ websites
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729,580,500 IPs. More than we want to try.
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|IP address blocks in the IANA IPv4
Address Space Registry

Prefix Designation Date Whois Status [1]
000/8 IANA - Local Identification 1981 - 09 RESERVED
001/8 IANA UNALLOCATED

002/8 RIPE NCC 2009 - 09 whois.ripe.net  ALLOCATED
003/8 General Electric Company 1994 - 05 LEGACY

201/8 LACNIC 2003 - 04 whois.lacnic.net ALLOCATED
202/8 APNIC 1993 - 05 whois.apnic.net ALLOCATED
203/8 APNIC 1993 - 05 whois.apnic.net ALLOCATED
204/8 ARIN 1994 - 03 whois.arin.net  ALLOCATED
205/8 ARIN 1994 - 03 whois.arin.net  ALLOCATED
206/8 ARIN 1995 - 04 whois.arin.net  ALLOCATED
207/8 ARIN 1995 -11 whois.arin.net  ALLOCATED
208/8 ARIN 1996 - 04 whois.arin.net  ALLOCATED
209/8 ARIN 1996 - 06 whois.arin.net  ALLOCATED
210/8 APNIC 1996 - 06 whois.apnic.net ALLOCATED
211/8 APNIC 1996 - 06 whois.apnic.net ALLOCATED

This list has 663,255,000 IPs. More than we want to try.
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Failed methods to find targets

A DNS Zone transfers from top level domain
name servers

A Learn IP address ranges for well known
national websites and networks

A All IP addresses allocated to APNIC (Asia
Pacific NIC)

We need new methods to find IP addresses and
website hosthames for New Zealand
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geoipgemand the
MaxMind GeolPdatabase

Usea | E a Afse®Rdatabase of IP to Country allocations
Homepagehttp://www.morninqstarsecuritv.com/research/qeoipqen

ojects/geoipgen-0.4% ./geolipgen nz head
lln.U_.l_u.ET
]_]_ g@ ]_

H_l y ()

14' 255 .._lE:
138.217 l l l 08
156.206. :

Produces 6,319,348 New Zealand IP addresses
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Scanning for TCP Port 80 wrtimap

Find the 75,964 web servers among 6 million IP

* ho

1 4P address
rootpuw=""210N0101
2 2%8sh ... successtul.
E=SSHu1 CRC32 ... successl
“Z10NB101",
('_)\

0 enter password U

nmap-i ./iplist-P0O-sT--open-n -p 80coGiplist.gnmap.log
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Reverse Resolving IP addresses

Useadnstools for fast, asynchronous resolving

nzwide-whatweb$ cat iplist.port86.log | adnslogres | grep "
H.]HT tream.xtra.co.nz
b.net.
52-235-159. jet 1' ream.xtra.co.nz
3-92-112-95 dﬂl.dyﬁ.iﬂdg.:m.ﬂz
=4 - ..1|| ]_’1r1 j_::|"|E'1:~ xtra.co.nz
.solarix.net.nz
.ipnets.xtra.co.nz
8 d 1.dyn.1ihug.co.nz
fﬁ'-__u l .bitstream.orcon.net.nz
114 l"’-i--lll dsl.sta.inspire.net.nz
125-239-232- lnl 1.-1- xtream.xtra.co.nz
n241- ._4:..-41'-41 |'-"|'
nsl.marketpulse. ||-"|'
ip-118-968-29-161 Ii 1 xnet.co.nz
ip-119-47-113-133.cus 1' openhos 1' net.nz

31,973 IP$esoIveto hostnames
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:~/projects/nzwide-whatweb$ ./bing-ipZhosts

Usage: ./bing-ipZhosts <IP=

by Andrew Horton (urbanadventurer) www.morningstarsecurity.com
Resolve vhosts for the IP address using bing.com

:~/projects/nzwide-whatweb$ ./bing-ip2hosts 210.48.71.196
annaklekottka.com
demo.gymmaster.co.nz
dressfordialogue. com
dru.treshna.com
ignavus.net
kiwliorchid.com
newzealandtrademanual.com
nzbridgecongress.co.nz
Zcps.treshna. com
sizexchange.com
walnuipark.org
adrianmotel.co.nz
akaroabus.co.nz
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OINg

A Uses Bing searauery|P parameter.
A Example: ip:210.48.71.196

A Tested75,964NZ IPs found in the port scan
A Discovered.1,872 IPs are indexed bjng.com
A Found 89,26%irtual hostnames

Homepagehttp:// www.morningstarsecurity.com/research/bing2hosts
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Go Ug[e

~/projects/nzwide-whatweb% ./gggooglescan
Jage. ./gggooglescan [OPTION]... <QUERY=
by Andrew Horton (urbanadventurer)

-Cc=CC Search within a country, eg. au, uk o

- d=NUM Depth of results, @ = 1st page, 1 = |d aage Default: 5

-g=IFP IP or hostname of a Google search aaalla ce. Default: 210.55.18@.157
-1=FILE Log file, output is appended 1f the file already exists

-0 Only print hostnames, not urls

-\ Verbose output

:~/projects/nzwide-whatweb% ./gggooglescan -c nz -d 2 -o kiwicon
wellington.geek.nz

wellington.geek.nz

computerworld.co.nz

computerworld.co.nz

atta.cked.me

presstl.pcworld.co.nz k
coffee.geek.nz

wwi . trademe.co.nz

pressfl.co.nz

Wi . geekzone. co.nz
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There Is a common miscaonception that Google scraping is no longer
LI2adaA0fS YR ABotditéctiod. SR o0& D22 3f
It is possible to search for a wide set of search terms and to retrieve a
shallow set of the each result, i.e. 3 pages.

searchingaaathrough tozzzfound 58,602 hostnames

searching every word irusr/'share/dict/words found 116,052
hostnames

126,408 unique NZ hostnames found w@logle

Homepagehttp:// www.morningstarsecurity.com/research/
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DNS Zone Transfers Revisited

; <<>> DiG 9.5.1-P2 <<>> @dnsl.canterbury.ac.nz canterbury.ac.

; (1 server found)

;; global options: printcmd
canterbury.ac.nz. 86400 IN SOA .canterbury.ac.nz. .canterbury.ac.nz. 20891116881
0800 3600 604800 86400
canterbury.ac.nz. 86400 IN NS dnsl.canterbury.ac.n
canterbury.ac.nz. 864080 IN NS dns2.canterbury.ac.n
canterbury.ac.nz. 86400 IN NS pubsec.domainz.net.nz.
canterbury.ac.nz. 864080 IN MX 10 mxl.canterbury.ac.n
canterbury.ac.nz. 86400 IN MX 10 mx2.canterbury.ac.nz.
canterbury.ac.nz. 86400 IN TXT "University of Canterbury, Christchurch."
webmail.canterbury.ac.nz. 86400 IN CNAME ucatmail2.canterbury.ac.

*.canterbury.ac.nz. 86400 IN MX 10 mx1.canterbury.ac.nz.

* canterbury.ac.nz. 86400 IN M 16 mx2.canterbury.ac.nz.

sipfederationtls. tcp.canterbury.ac.nz. 86488 IN SRV 1@ 10 5061 sip.canterbury.ac.nz.canterbury.ac.nz.
sip. tls.canterbury.ac.nz. 86468 IN SRV 16 10 443 sip.canterbury.ac.nz.canterbury.ac.nz.
acad-hsm4@.canterbury.ac.nz. 86400 IN A 132.181.223.83
acad-lvoll.canterbury.ac.nz. 86400 IN A 132.181.223.146
access.canterbury.ac.nz. 86400 IN A 132.181.106 k24
accom.canterbury.ac.nz. 86408 IN A 132.181.2.18
acis.canterbury.ac.nz. 86400 IN MX 10 mx1l.canterbury.a
acis.canterbury.ac.nz. 86400 IN MX 10 mx2.canterbury.a
www .acls.canterbury.ac.nz. 86400 IN A 132.181.19@.13
www.adulteducation.canterbury.ac.nz. 86400 IN A 132.181.153.124

fis.canterbury.ac.nz. 86400 1IN A 132.181.196.1

.canterbury.ac.nz. 86400 IN MX 10 mx1l.canterbury.
.canterbury.ac.nz. 864880 IN MX 180 mx2.canterbury.a

student.afis.canterbury.ac.nz. 86400 IN A 132.181.198.1
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DNS Zone Transfers Revisited
Extractingdomainnames

:~/projects/nzwide-whatweb$ ./basedomainname
sedomainname 8.1 by Andrew Horton (urbanadventurer) www.morningstarsecurity.com
basedomainname [-h|--help]|[--tld|--ext|--domain]|--host] [-1 <input-file=]
not specified it reads from STDIN

Examples: --tld

www.wolves.mobli => mobi, www.panda.cn == cn

Examples: --ext

www.mice.co.uk == co.uk, k.iwi.nz == iwi.nz

Examples: --domain

www .dogs.co.nz == dogs.co.nz, devl2.wlg.cats.com == cats.com
Examples: --host

www . kangaroo.com.au == www, nose.shark.int == nose

:~/projects/nzwide-whatweb$ cat hostnames combined nz.log | ./basedomainname --domain | mor
e-xpert.co.nz
e-xpert.co.nz
e-xpert.co.nz
e-xpert.co.nz
B8e7films.com
Blb.co.nz
Bl.co.nz
Bldev.co.n
Bl.net.nz
B21lbuilder.co.nz
jordansurfshapes.
B2lextras.com
B48trainsnmodels.
B588pizza.com
B588pizzas.com

ZZ
ZZ
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DNS Zone Transfers Revisited
Results

Attempt a DNS zone transfer for each domain

135,591 unique domain names were found with
reverse resolving IPs, Bing, and Google scannin

Tool: dnsenum.pl

Found 560,352 hosts in 70,475 domains.
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DNS Brute ForcingNot Implemented

BRUTE FORCE

If it doesn't work, you're just not using enough.

Guessingubdomainseg. test.example.com,
www?2.example.com, intranet.example.com
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Final Target List

A 699,413 unique hostnames found with reverse
resolving, Google, Bing and zone transfers

A Resolve the hostnames to IPs

A Keep only the hostnames with IPs in the port
scanned list of 75,964 IPs found witmap

A 75.964 IPs + 274,989 hostnames = 350,953 virtu
hosts to test
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Scanning

| Targets
I Scanning
I Analysis
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