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NZ Web Recon

Goal: To scan all of New Zealand's web-space to see 
what's there.

Requirements:
ïTargets
ïScanning
ïAnalysis

Sounds easy, right?
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Targets
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Targets

What does 'NZ web-space' mean?

For this scan it means, IPs geographically within 
NZ

It could mean:
ÅGeographically within NZ   regardless of the TLD
ÅThe .nzTLD hosted anywhere
ÅAll of the above
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Finding Targets

We need creative methods to find targets
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DNS Zone Transfer
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Find IP addresses on IRC and by 
resolving lots of NZ websites

58.*.*.* 60.*.*.* 65.*.*.* 91.*.*.* 
110.*.*.* 111.*.*.* 113.*.*.* 114.*.*.* 
115.*.*.* 116.*.*.* 117.*.*.* 118.*.*.*
119.*.*.* 120.*.*.* 121.*.*.* 122.*.*.*
123.*.*.* 124.*.*.* 125.*.*.* 130.*.*.* 
131.*.*.* 132.*.*.* 138.*.*.* 139.*.*.* 
143.*.*.* 144.*.*.* 146.*.*.* 150.*.*.*
153.*.*.* 156.*.*.* 161.*.*.* 162.*.*.* 
163.*.*.* 165.*.*.* 166.*.*.* 167.*.*.* 
192.*.*.* 198.*.*.* 202.*.*.* 203.*.*.*
210.*.*.* 218.*.*.* 219.*.*.* 222.*.*.*

729,580,500 IPs. More than we want to try.
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IP address blocks in the IANA IPv4 
Address Space Registry

Prefix  Designation                                      Date      Whois Status [1]

----- ------ ---- ----- ----------

000/8   IANA - Local Identification                      1981 - 09                       RESERVED

001/8   IANA                                                                           UNALLOCATED

002/8   RIPE NCC                                         2009 - 09   whois.ripe.net      ALLOCATED        

003/8   General Electric Company                         1994 - 05                       LEGACY             

201/8   LACNIC                                           2003 - 04   whois.lacnic.net    ALLOCATED          

202/8   APNIC                                            1993 - 05   whois.apnic.net     ALLOCATED          

203/8   APNIC                                            1993 - 05   whois.apnic.net     ALLOCATED

204/8   ARIN                                             1994 - 03   whois.arin.net      ALLOCATED 

205/8   ARIN                                             1994 - 03   whois.arin.net      ALLOCATED          

206/8   ARIN                                             1995 - 04   whois.arin.net      ALLOCATED          

207/8   ARIN                                             1995 - 11   whois.arin.net      ALLOCATED          

208/8   ARIN                                             1996 - 04   whois.arin.net      ALLOCATED          

209/8   ARIN                                             1996 - 06   whois.arin.net      ALLOCATED          

210/8   APNIC                                            1996 - 06   whois.apnic.net     ALLOCATED          

211/8   APNIC                                            1996 - 06   whois.apnic.net     ALLOCATED

This list has 663,255,000 IPs. More than we want to try.
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Failed methods to find targets

ÅDNS Zone transfers from top level domain 
name servers

ÅLearn IP address ranges for well known 
national websites and networks

ÅAll IP addresses allocated to APNIC (Asia 
Pacific NIC)

We need new methods to find IP addresses and 
website hostnames for New Zealand
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geoipgenand the
MaxMindGeoIPdatabase

Use aŀȄaƛƴŘΩǎfree database of IP to Country allocations

Homepage: http://www.morningstarsecurity.com/research/geoipgen

Produces 6,319,348 New Zealand IP addresses

http://www.morningstarsecurity.com/research/geoipgen
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Scanning for TCP Port 80 with nmap

Find the 75,964 web servers among 6 million IPs 
into

nmap-i ./ iplist -P0 -sT--open -n -p 80 ςoGiplist.gnmap.log
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Reverse Resolving IP addresses

Use adns-tools for fast, asynchronous resolving

31,973 IPs resolve to hostnames
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ÅUses Bing search query IP parameter.

ÅExample: ip:210.48.71.196

ÅTested 75,964 NZ IPs found in the port scan

ÅDiscovered 11,872 IPs are indexed by bing.com

ÅFound 89,265 virtual hostnames

Homepage: http:// www.morningstarsecurity.com/research/bing-ip2hosts

http://www.morningstarsecurity.com/research/bing-ip2hosts
http://www.morningstarsecurity.com/research/bing-ip2hosts
http://www.morningstarsecurity.com/research/bing-ip2hosts
http://www.morningstarsecurity.com/research/bing-ip2hosts


urbanadventurer(Andrew Horton)
www.morningstarsecurity.com

Google.com
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Google.com

There is a common misconception that Google scraping is no longer 
ǇƻǎǎƛōƭŜ ŀƴŘ ƛǎ ƘŀƭǘŜŘ ōȅ DƻƻƎƭŜΩǎ bot detection.

It is possible to search for a wide set of search terms and to retrieve a 
shallow set of the each result, i.e. 3 pages.

searching  aaathrough to zzzfound 58,602 hostnames

searching every word in /usr/share/dict/words found 116,052 
hostnames

126,408 unique NZ hostnames found with Google

Homepage: http:// www.morningstarsecurity.com/research/

http://www.morningstarsecurity.com/research/
http://www.morningstarsecurity.com/research/
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DNS Zone Transfers Revisited
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DNS Zone Transfers Revisited
Extracting domainnames
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DNS Zone Transfers Revisited
Results

Attempt a DNS zone transfer for each domain

135,591 unique domain names were found with

reverse resolving IPs, Bing, and Google scanning.

Tool: dns-enum.pl

Found 560,352 hosts in 70,475 domains.
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DNS Brute Forcing ςNot Implemented

Guessing subdomains, eg. test.example.com, 
www2.example.com, intranet.example.com
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Final Target List

Å699,413 unique hostnames found with reverse 
resolving, Google, Bing and zone transfers

ÅResolve the hostnames to IPs 

ÅKeep only the hostnames with IPs in the port 
scanned list of 75,964 IPs found with nmap

Å75,964 IPs + 274,989 hostnames = 350,953 virtual 
hosts to test
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Scanning

ïTargets

ïScanning

ïAnalysis


